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Cucrembl 160

Mopenwu:

. BaHKk-KnueHT

=  MobunbHeIn cepuc 15O
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TunoBble UCTOYHUKK Npobaem?

WEB yassumocTtu
= YA3BUMOCTU KITMEHTCKUX XOCT-KOMMOHEHTOB

" Ya3BMMOCTW Ha CTOPOHE cepBepa

OWwmnobKM Nornkn
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MeXXcanToBbIN CKPUNTUHT
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Pa3HOBMOHOCTU aTaKu:

= Kpaxa ngeHtudgukaropa ceccum
= BbIinonHeHne AencTBmMnM OT UMEHU NONb3oBaTens
= [lpokcmpoBaHue Yepes NoaKOHTPOSbHbIN XOCT

= OULIUHT
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e

KNUEHT bpay3ep
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e *

KNUEHT bpay3ep
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OTtpaxeHHast XSS

e

KNUEHT bpay3ep
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new *

KNUEHT bpay3ep
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WEB. OnacHblie XSS

KIMTMEHTHI

CBsi>xxem BMecTe ABe YA3BUMOCTMU:
1) XpaHnmasa XSS
2) HekoppekTHOoe pasrpaHndeHne gocTyna Mexay KrnneHtamu
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KIMTMEHTHI

CBsi>xxem BMecTe ABe YA3BUMOCTMU:
1) XpaHnmasa XSS A60
2) HekoppekTHOoe pasrpaHndeHne gocTyna Mexay KrnneHtamu
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XSS + misconfig = MITM
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XSS
s e =

-> 000 “WikiLeaks’
-> 3.000 RUR

-
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& 72

-> 000 “WikiLeaks”
-> 3.000 RUR

-
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)

<t O00 “WikiLeaks”
<t 3.000 RUR

<-|[000 “RogaKopyta”
<-13.000 RUR
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)

[NognucaTtb

-

- O00 “WikiLeaks”
- 3.000 RUR

N

N

<-|[000 “RogaKopyta”
<-13.000 RUR
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)

[NognucaTtb

- O00 “WikiLeaks”
- 3.000 RUR

N

N

-

-> 000 “RogaKopyta”
-> 3.000 RUR
-> Sign
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& e

4 000 “WikiLeaksx”
<4- 3.000 RUR
<- Cratyc: nognucaHo

OTnpaBuTb

-

-> 000 “RogaKopyta’™---| >
-> 3.000 RUR
-> Sign - >

\Y/
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e ot
g- OO0 “WikiLeaks” 4- 00O “RogaKopyta”
<- 3.000 RUR <4- 3.000 RUR
<4~ Crartyc: BbinonHeHo < Crartyc: BbinonHeHo
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NMpoTnBoaeucTBue:

= Onaru 3awmntel Cookie (HTTPOnNly, Secure)
= BcTpoeHHble cpencTa 3awmThl 6pay3epoB
= 3aronosku (X-FRAME-OPTIONS)

= Content Security Policy (CSP)
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CSRF

MexcantoBble 3anpochbl
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WEB. MexcauTtoBble 3anpochil
1lJe)

KIMTUEHT _

3J'IOyMbILIJJ'IeHHI/IK NMEET BO3MOXXHOCTb BbIMOMHATbL JENCTBUSA B ,D,EO OT UMEHN
KNMMeHTa. 310 B COBOKYIMNMHOCTU C APYITMMAN YA3IBNMOCTAMU NMPUBOAONITO K KpaXXe
AeHer KIMeHTOB.
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WEB. MexcauTtoBble 3anpochil

1120,

KIMTUEHT

xakep
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WEB. MexcauTtoBble 3anpochil

1120,

KIMTUEHT

xakep
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WEB. MexcauTtoBble 3anpochil

1120,

KIMTUEHT

xakep
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WEB. MexcauTtoBble 3anpochil

1120,

KIMTUEHT

xakep
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WEB. CSRF

BbinonHeHne AgencTBUA OT UMEHM NONb30OBaTenNA:

= YnpaBfieHMe HacTpomkamMmmn onoBeLLEHUS
= CwmMeHa naporns

=  Moandukauma gaHHbIX
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WEB. CSRF

NMpoTnBoaeucTBue:

Ncnonb3oBaHne CSRF-TokeHOB
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WEB. CSRF

NMpoTnBoaeucTBue:

KoppekTHoe ncnosnb3oBaHne CSRF-TokeHOB
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ActiveX / Java

ActiveX / Java

KnneHTCKMe XoCT-KOMMNOHEHTbI
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XOCT-KOMMNOHEHTDI

Pa3HOBMOHOCTU aTaKu:

=  KOHTpOnb Hag XOCTOM KITMEHTa
=  Kpaxa krno4eBon nHpopmauymn
=  CkpblTO€E Ucnosnb3oBaHne cpencts ILIT

= Kpaxa nM4yHon MHdopMaLuum KnmeHTa
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XOCT-KOMMNOHEHTDI

NMpoGnemoi:

= ActiveX: lNepenonHeHne bydepa

= ActiveX / Java: HebesonacHbIn doyHKLUMOHA

NMouemy?

1) He noctaBneH npouecc TeCTMpoBaHus N aHann3a 6e3onacHoCcTn y
paspaboTtumkoB cuctem 160

2) KogoBasi 6asa 6epet Ha4yarno B ganekom npoLUiom
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XOCT-KOMMNOHEHTDI

HeGe3onacHbIn hyHKUMOHanN:
= PyHKUuM pabotbl ¢ PC
= @QYHKUMM KOHUIypaUnmn KOMMOHEHTA

=  CuncrtemHble yHKUUMU
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XOCT-KOMMNOHEHTDI
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XOCT-KOMMNOHEHTDI

NMpoTnBoaeucTBue:

= KoHdurypauma 6esonacHoctTn ActiveX
= MexaHu3mbl 3aWwmTbl NamMAaTn ansa HatueHoro koga (DEP, ASLR)
= /ICKMOYNTb U3 KOMMOHEHT MU36bITOYHbIN (OyHKLNOHAnM

= KayecTBO KOAa
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XOCT-KOMMNOHEHTDI

NMpoTnBoaeucTBue:

= KoHdurypauma 6esonacHoctn ActiveX
* MexaHnambl 3aWwmTbl NamMaTn anga HatneHoro koga (DEP, ASLR)
= ACKIOYNTb N3 KOMMOHEHT N3BbITOYHbIN OYHKLMOHAN

= KaNeCcTeo mo0a
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CepBepHana 4actb

YA3BUMOCTU Ha CTOPOHEe cepBepa
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CepBepHana 4actb

Tunosble YA3IBUMOCTM.

* WMHbekuyun koga (SQL-inj, XXE, Xpath-inj, etc.)

= [1OCTYNMHOCTb CEPBUCHbLIX MHTEPJENCOB
*  AOMWHUCTpPATUBHbLIE NAHENM
* OTnago4yHble NHCTPYMEHTDI
*  WN30bITOYHbIN OyHKLMOHaN dpenMBOPKOB
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CepBepHana 4actb

NMocneacreus:

Ot pPaCKpbITUA l/IHCbOpMaLI,I/II/I nonb3oBarenemn

[10 nony4yeHna KOHTPONS Hag cepBepoM MPUNOXKeHUn
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CepBepHana 4actb

NMpoTnBoaeucTBue:

= KoHdurypauma cepsepa
= Web Application Firewall

= KaNeCcTeo o0
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OLWMnOKM NOruKu
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Jloruka — pasrpaHuyeHune Nnpusuaeruim

AB0 ans op. nuy (post-auth):
CMOTpUM AaHHbIE NOofib30BaTENEN:

GET /online/userinfo.jsp?uid=1234 HTTP/1.1
GET /online/userinfo.jsp?uid=1235 HTTP/1.1
GET /online/userinfo.jsp?uid=1236 HTTP/1.1

GET /online/main_template.jsp?uid=1235 HTTP/1.1

« [octyn kK YYXKWM wabnoHam nnarexen

« C BoamoxHocTbto MISMEHEHUA

* Bo3moOXHOCTb akcnnyataumm xpaHmmoun XSS
= HduumpoBaHmne Bcex npounen
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NMpoTnBoaeucTBue:

= KaNveCcTeo rona

= ®yHKUMOHarbHOE TeCTUPOBaHNE
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MoOunbHLIN OAHKUHT




Digital
Security Atakyem OB0 1 MOBUNbHbI GaHKUHF

Npobnembil:

= KoHTponb cpeabl NCMOSTHEHMUS
= 3awmTa KaHana cBaA3n

" YA3BMMOCTHU NCMNOoJib3yeMbIX CTOPOHHUX CPpencTB
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Npobnembil:

. KOHTpOJ'Ib cpenbl NCNOJIHEHUA

= 3almTa KaHana cBsa3u

" YA3BMMOCTHU NCMNOoJib3yeMbIX CTOPOHHUX CPpencTB
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NMpoTuBopencreue:

= [etektnposaHne ROOT / Jailbreak
= [IpaBunbHOE NCNonbL3oBaHMe CpeacTB 3awmThl KaHana (SSL Pinning)

= cnonb3oBaHne OBEPEHHOW KOAOBOW 6a3bl
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